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This year’s event promises to be the 
biggest and best one yet. We’re back 
in Vegas and looking forward to a 
fantastic 3 days of learning, networking, 
and lots of fun, including: 

• New Certifications in Cybersecurity and MSP
Sales & Marketing

• Dedicated Tracks in Business Growth and
Industry Technology

• The return of our M&A Summit Pre-Day event
• Over $15,000 in cash & a car giveaway!
• Plus, the best party in the Channel!

2022
CELEBRATE
15 YEARS!

WWW.CONNECTIT.COM

JUNE 20–23 
MGM Grand Resort
Las Vegas

GET THIS AMAZING DEAL 
BEFORE IT'S GONE! 
$999 FOR 1 TICKET + 
TRAINING + 3 NIGHTS 
AT THE MGM!
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How To 
Prepare For 
The Security 
Threats Of 
Tomorrow

Make no mistake about it: Cybercrime is becoming 
more complex and more frequent, and SMBs 
are looking outside their organizations for help 
dealing with evolving threats. This is a gigantic 

opportunity for MSPs as long as they understand two things: 
the current state and emerging trends of the cybersecurity 
landscape and what tools they can use to combat it. 

To start, let’s take a look at the cybersecurity landscape, 
and analyze the threats, trends, and opportunities. 

Protecting SMBs From 
Ransomware Attacks

Cybercriminals are increasingly targeting SMBs. In 2021, 
43% of all cyberattacks were against small businesses. This 
is problematic because roughly 60% of SMBs go out of 
business in six months following an attack. Because so many 
SMBs don’t have the resources to support an internal IT and 
data security operation, many look to MSPs to prove the 
level of protection they need. 

The most common threat is ransomware, which was 
reported by 70% of MSPs in Datto’s most recent Global 
State of the Channel Ransomware Report. So, how do MSPs 
combat ransomware threats? They have to be proficient in 
three areas.

Prevention — Obviously, succeeding in this phase 
is what every MSP hopes to do: eliminate the threat of 
an attack in the first place. Although there is no airtight 
approach to do this, there are measures MSPs can take to 
help keep their SMB clients from becoming ransomware 

victims. This includes the use of detection or antivirus tools 
or enabling automated patch management to fix potential 
vulnerabilities as soon as they are discovered.

Detection — Despite the MSPs best efforts, ransom-
ware can still get through the protection layer. That’s why 
there should be measures in place to identify when ransom-
ware is present, rather than assuming an attack will never 
be successful. The earlier it is detected, the earlier actions 
can take place to eliminate it. 

Response — When ransomware is detected, respond-
ing to the attack and eliminating it must be done with the 
utmost efficiency. MSPs must be prepared to act by taking 
the following steps:

	 Scan	networks	for	confirmation	of	an	
attack unfolding.

 Identify the infected computers 
and isolate them from the rest 
of the network.

 Secure all backup data or 
backup systems immediately.

MSPs that are able to optimize ransomware 
prevention, while also detecting and quickly 
responding to attacks that are successful, can leave 
a tremendous impact on their clients and the indus-
try as a whole. Ransomware attacks were estimated to 
cost roughly $20 billion in 2021, and the MSPs that are able 
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to save their clients from suffering those financial damages 
can help prevent them from succumbing to closures. MSPs’ 
efforts in this area will go a long way toward strengthening 
their reputation as a security service provider and can lever-
age that to win more business in 2022. 

Now that we have a better understanding of the threat of 
ransomware, what MSPs need to do to combat it, and what 
they can gain from successfully doing so, let’s take a look at 
how MSPs can help prevent, detect, and eliminate ransomware. 

Finding The Right Tools To  
Combat Ransomware 

SMBs entrust MSPs with access to critical systems and data. 
The payoff is that they feel protected because the MSP will be 
able to act swiftly and effectively when a threat arises. MSPs 
need to reward that trust by arming themselves with tools that 
will facilitate quick and decisive action. 

For example, remote monitoring and management (RMM) 
tools provide MSPs with access to their clients’ endpoints so they 
can keep them secure, patched, and operational. Datto RMM  
does this on an incredible scale in a secure, cloud-based 
environment. With automated patching, MSPs can leverage 
Datto RMM to proactively fix any vulnerabilities before they are 
attacked, helping optimize all ransomware prevention efforts. 

But, again, the idea is to always be prepared in case ransom-
ware attacks are successful. Datto RMM also takes the next 
step on ransomware defense by including native ransomware 
detection, which monitors for crypto-ransomware and attempts 
to kill the virus to help reduce the impact of an attack. Users get 
alerts at the first detection of crypto-ransomware and automat-
ically isolate impacted devices. 

The ability to detect ransomware immediately enables the 
MSP to execute an action plan sooner rather than later. As 
ransomware infects systems it can cause extensive damage, 
which as we have established, may prove too costly for many 
SMBs to overcome. Ransomware detection is a surefire way to 
maintain damage control, keep clients operating, and continue 
revenue streams for MSPs. 

Of course, no ransomware response plan is complete 
without systems in place to protect the most vital com-

pany resource — its data. Backing up data regularly 
can mitigate the risk of downtime when a 

ransomware attack is successful, but the 
system must be secure and reliable. 

Datto SIRIS is designed to protect 
physical, virtual, and cloud infra-

structures and data. With Datto 
SIRIS, data is well protected 

and easily accessible so it 
can be recovered rapidly 
when needed. SIRIS also 
detects ransomware within 

backups, saving time when 
locating the last clean system 
restore point.

Leveraging Security Services To 
Grow Your Business

In Datto’s Global State of the MSP Report, MSPs shared what 
challenges they will be focused on in the new year. Unsurpris-
ingly, most focused on security on some level, whether that be 
securing endpoints, protecting data, or understanding just how 
to be better against the threat of ransomware. They also told us 
that they are focused on sales and marketing, particularly as it 
relates to tools that will help them hit their growth goals in 2022. 

As we have previously mentioned, all SMBs share a growing 
concern over security, and it is a business opportunity for 
MSPs. Those who understand the state of the security land-
scape and are able to quickly adapt as that landscape changes 
will end up winning in the end. But to be effective in doing 
that, MSPs must arm themselves with the tools that allow 
them to be agile so they can continuously meet their clients’ 
ever-changing needs. 

Security threats will never go away — they can only be kept at 
bay. With the right partner, MSPs can do this effectively, protect 
their clients, and discover new levels of success. 

Visit Datto.com to learn more.  n
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MSPs today are losing the battle. The size of the endpoint 
security market is about $9 billion a year. In 2021, cybercrime 
and ransomware cost the world $6 trillion. In essence, it’s 
like cybercrime is the GDP of Japan and all measures of 
cybersecurity combined is the GDP of Somalia or Burundi. 

When you have an entire industry that is outmatched while 
ransomware attacks are up 800% and cybercriminals continue 
utilizing cryptocurrency that’s virtually undetectable, how do you 
flip the script and take back control of cybersecurity? 

According to Danny Jenkins, CEO and co-founder of Threat-
Locker, it starts with “zero trust,” a network security model 
based on a strict identity verification process. 

Danny says, “In simple terms, zero trust means least privilege. 
Don’t give access where access isn’t required. Zero trust applies 
to different levels. At the application and file levels, you are only 
giving access to those who need access. At the network level, 
you’re thinking about what ports are open.”

Dispelling The Myths Of Zero Trust
MSPs and end-users who are hesitant to adopt a zero-trust 

model of cybersecurity often have a false perception of what 
it entails. They may think that the C-level executive who has 
always accessed an application will now be shut out entirely. 
That’s not the case. If someone in the organization routinely 
accesses an application or file, it makes perfect sense for them 
to still be able to access it. 

“When you roll out a cybersecurity solution like ThreatLocker, 
it learns what’s in your environment. It will learn which applica-
tions and files are accessed and by whom. Then the MSP can 
either allow or deny access based on the findings,” Danny says. 

Some also believe that the zero-trust philosophy is brand-new 
and a far more aggressive approach to cybersecurity. That’s not 
entirely true. 

Danny says, “Zero trust is simply a framework. A target. Every-
one already has some level of zero trust in their business. Do 
they have administration permissions? Do they have a firewall 
that blocks inbound traffic? Those are levels of zero trust.”

Certainly, the maturity of 
zero trust is a lot further along 
than it was just two or three 
years ago, but cyberthreats are 
also a lot more frequent and 
aggressive today. 

“Back then, MSPs took a 
stance of allowing by default 
instead of denying by default. 
They focused on only blocking the bad stuff. Then, once a 
year, they would do a full restore for ransomware. That’s now 
changed. A good portion of MSPs have now implemented zero 
trust. In fact, ThreatLocker has thousands of partners who have 
implemented zero trust for all of their customers where it’s 
needed most — at the application and endpoint levels.”

Zero Trust vs. Castle And Moat Security
While a zero-trust approach is about denying access to those 

who don’t need access, the castle and moat approach toward 
security is far more lenient. It assumes all applications and files 
inside the network (the castle) are safe while everything outside 
the firewall (the moat) is not safe. Both are fallacies. 

Danny says, “Castle and moat security is focused on keeping 
out external factors. Well, that’s essentially the whole world. So, 
when anyone on your team downloads an email, a program, or 
a game, you’re talking about the whole world.” 

He continued, “Also, think back to the Dark Ages when there 
were real castles and moats. Well, the knights didn’t leave their 
castle without full armor. Today, people are inside the perim-
eter, go outside their network to work from home or at Star-
bucks, then come back in. That’s where incredible risk occurs.” 

The Game Has Changed
Think about where we were just 10 years ago. Cybersecurity 

was more focused on curbing spam, ridding your computer of 
adware, and avoiding nuisance viruses that sent risqué pictures. 
That was the definition of bad back then. Today, a cyberattack 
could cripple a business and cost their life’s savings. 

How ThreatLocker Is Using  
‘Zero Trust’  

To Change The Cybersecurity Game
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Because the threat 
of cyberattacks have 

changed, cybersecurity 
has to change to keep up 

with those threats. Much of cyber-
security today revolves around monitoring 
and detection. With that approach, you are 
essentially deciphering between the good and the bad. The goal 
obviously is to get alerts or even shut down all possible threats. 

Danny says, “I try to avoid the word detection. ThreatLocker 
isn’t really about detection. It’s more blocking what is not 
allowed. Rather than trying to determine if it’s good or bad, it 
doesn’t matter. None of it is allowed in. We’re less about alerts 
and more about what’s required in your environment, then 
blocking everything else.” 

The Real Question: Does Zero Trust Work? 
While you can certainly question if adopting a zero-trust 

environment is the right approach to cybersecurity, it’s 
hard to question the results. 

“Cybercriminals prefer to attack on weekends, especial-
ly holiday weekends. On the Fourth of July weekend, we 
had 46 MSPs get an attempted hit to all of their devices. 
Ransomware was attempted to be pushed out to their 
clients. Thanks to ThreatLocker, all but one of those 46 MSPs 
had everything blocked. The only reason the one attack went 
through was because that MSP was still in a learning mode. 
One week later, and they would have been fine,” Danny says.  

As for where the trend of zero-trust security is headed ...

• This year, 80% of new digital business 
applications opened up to ecosystem part-
ners will be accessed through zero-trust 
network access.

• By 2023, 60% of enterprises will phase out 
most of their remote access VPNs in favor 
of zero-trust network access. 

The Future Of Cybercrime And  
Our Response

Does the cybercrime industry show any signs of 
slowing down? Not according to Danny. 

“We’re going to see a lot more cybercrime, and it will 
continue to get more sophisticated. All these hackers do 

every single day is search for every vulnerability imaginable. 
So, we’re going to see more vulnerabilities and more attacks at 
the entry points. It’s going to lead to more ransomware, more 
costs, and more businesses being hurt. That’s why our team at 
ThreatLocker invests so much time in our cybersecurity solu-
tions. To keep MSPs and their clients safe.”

Ground Zero For Zero Trust Is In Orlando!
Want to learn more about how to 

adopt a zero-trust framework 
for your MSP and clients? 
You’ll find it all in Orlando, 
Florida, Feb. 21–23 at Zero 
Trust World ’22. That’s 
where some of the brightest 

cybersecurity professionals, 
MSPs, and special guests 
come together. 
Danny says, “We’re really 

excited about this event. It centers 
around security and how zero trust 

fits in. We will have hands-on exercises, live hacking demon-
strations, and even business insights into becoming a more 
successful MSP.” 

The Zero Trust World ‘22 keynote speaker is U.S. Olympian 
bobsledder Johnny Quinn. In addition, presenters include John 
Sileo, CEO of The Sileo Group; Timothy Rohrbaugh, CISO of 
JetBlue Airways; and a few standout MSP owners, including 
Bruce McCully, Neal Juern, Brandis Kelly, and more.

Register now at ZeroTrustWorld.threatlocker.com.  n

How ThreatLocker Is Using  
‘Zero Trust’  

To Change The Cybersecurity Game

Danny Jenkins, Founder 
& CEO, ThreatLocker
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Humble Leadership Is A  
Powerful Weapon 

The moment an executive or business owner decides to hire 
an MSP, they declare a commitment to the organization and 
employees to protect networks and data from cybercriminals. 
What they need to understand is this is not a responsibility 
hand-off but, instead, the beginning of their involvement. 

Winning the battle against cybercrime requires all hands on 
deck. Hackers are oblivious to job titles and prey on fragile egos, 
and while this is a touchy topic to broach with clients, MSPs 
are negligent if we omit any potential roadblocks to safety. An 
awkward conversation with leadership early on beats explaining 
later that had they followed the rules expected of everyone else, 
they could have prevented a devastating hack. We advocate to 
involve everyone in the organization in the training process from 
the start — and to smash the hierarchy. 

8 Ego-Driven Myths  
That Make SMBs Vulnerable  
To Cybercrime

As MSPs, we are all technology experts, but we cannot forget 
that computers and software are only as effective as their 
human operators. It may not strike the nerdy skills that drew you 
to this work, but attention to behavior management will keep 
your business sustainable. 

Here are eight common falsehoods we have seen SMB leaders 
espouse that can pose cybersecurity risks. We also suggest ways 
your MSP can respond to promote the kind of humble leadership 
that can make or break the company’s security. 

Our Revenue Is Too Small To Appeal  
To Hackers, So We Don’t Need Any 
Security Measures.

You’ll encounter this person when scrambling to salvage their 
company after getting hit.

It makes no difference to cybercriminals if a company reports 
$4 billion or $40,000 in annual revenue. Both a sandwich shop 
that only sells pastrami on rye and a big-box department store 
hold personal identifiable information (PII) on the network. PII is 
a hacker’s capital. 

Think of apple picking. If you go to an orchard, do you climb 
to the top of the tree? Not if your goal is to fill the basket quick-
ly. You grab the low-hanging fruit. Cybercriminals do the same 
thing. They have the ability to climb the tree — as evidenced 
by the Colonial Pipeline and Bank of America takedowns — but 
more often, they’ll pick easier targets. 

When a huge corporation gets hacked, they can finance the 
recovery. Joe’s Car Wash, with its 15 employees, can’t afford it. 
If the cost doesn’t take them down, the bad publicity alone will 
drive clients to competitors. 
 

1

8 Ego-Drive 
Myths  
That Make Your 
Customers 
Vulnerable To 
Cybercrime

Konrad Martin, CEO Of Tech Advisors
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We Created A Written Information 
Security Plan (Wisp) A Couple Years 
Ago. We’re Fine. 

If that WISP is not current, it’s not in compliance. It needs 
to outline up-to-date protocols for employees to ensure they 
keep PII away from thieves. 

Leadership should understand what the WISP entails and 
why it affects cyber-insurance qualifications. Then, continually 
educate everyone about their role in protecting the company. 
(Yes, CEOs, that includes you.)

And for those organizations that review the WISP whenever 
the mood strikes? Guess what. Cybercriminals don’t just punch 
in every couple years. They work every single day, courting you 
until you click on a nefarious link in an email — which is how 
87% of hacks occur. While you sit back, thinking you’re fine, 
they’re developing more sophisticated ways to access your 
system, building a fast-growing cybercrime industry.

I’m Too Smart To Click On  
Something Like That. Only Fools  
Fall For Phishing Scams.

Intelligence is irrelevant. It’s about awareness and attention 
at a given moment. 

If a leader feels superior to their staff and arrogantly skips 
simulated phishing training, they can miss key lessons and be 
more susceptible to falling for the scam. This can also happen 
to anyone who feels stressed out or preoccupied; those people 
don’t look closely at details in an email.

Remember, hackers are pros at tricking people, and some of 
the brightest people have gotten hit. And in this ever-changing 
industry, even information technology professionals like MSPs 
can’t possibly know everything about cybersecurity. The bottom 
line is that all employees need regular training. If a higher-up’s 
ego needs coddling, remind them they have a powerful respon-
sibility to protect others, and employees are counting on them. 

People Who Click On Phish Bait 
Should Feel Ashamed.

This might be the most harmful lie of all. As mentioned above, 
anyone can click on a bad link. Model humble leadership; show 
clients how to cultivate a safe environment where shame and 
blame are not tolerated — and be the first to admit culpability. 

Never ask, “Who clicked on it?” It doesn’t matter. Someone 
was fooled. It might have even been you.

Education tools like simulated phishing demonstrate what 
a mistake might look like. Note that managing partners tend 
to sit out of these trainings, but 90% of the time, the hacker 
targets the manager. Simulations allow people to learn how 
to identify when an email doesn’t look right, and spotting the 
signs is most effective with practice.

Keep in mind these programs are like catch-and-release fish-
ing. If you get caught with real phishing, you’re not going to live. 

We’re An IT Company, So We Can 
Handle This On Our Own, Thanks.

Nope. If you work in cybersecurity, you can still get hit. We’re 
an IT company, and it has happened to us.

You are not shrewder than the cybercriminals. Your commit-

ment to defense will never reach theirs to harming you. Don’t 
underestimate them. 

Seriously, we’re good. We don’t need simulated phishing.
I assure you, there’s no question you need simulated phish-

ing! Tech Advisors does it here, too.

My Reputation Will Be At Stake If I Tell 
Anyone I’ve Clicked On A Bad Link.

If you click on something that doesn’t seem legit, the worst 
thing you can do is keep it to yourself. If your company gets 
hacked, tell your MSP — ASAP!

Some of the worst zipped-lip offenders are managing 
partners. Help them understand that an ego can be the flame 
that burns down the company. Make sure your clients feel 
comfortable calling you and appreciate the urgency.

Once they learn how to recognize suspicious emails, they 
should get in the habit of letting you know when they receive 
one. Cost should not be a deterrent, since this time is likely 
already included in most MSP packages.

I Wouldn’t Dare Question The Person  
In Charge.

If employees fear speaking up to bosses more than making 
a huge bank transfer outside of normal protocol, there’s a 
bigger cultural problem to address. Encourage your clients to 
be approachable and regularly communicate with their team. 
Building relationships can break barriers to safety. An employ-
ee should never feel embarrassed to contact their supervisor.  

I Don’t Need To Worry About 
Employee Social Media Habits.

Unless you’ve slept through the entire pandemic 
thus far, you’ll know this is not true. The surge of 
people working outside of the office’s protective 
firewall has caused cybercrime to go through the 
roof since early 2020.

The blurring of work and personal activities online 
has made it more evident that people share too much 
information on social media. Cybercriminals scoop up per-
sonal data, which become clues to crack passwords. When 
accessing the company’s network from home, every action 
can affect the organization. 

Remind clients that the networks they originally configured to 
accommodate a handful of employees occasionally working from 
home (WFH) were not designed for use by everyone all the time. 
This capacity overload makes WFH security even more precarious.

You’ll hear all kinds of excuses from companies that resist 
putting proper security systems and programs in place. We at 
Tech Advisors cannot emphasize enough the importance of 
showing up for yourselves and your staff with transparency 
and humility. Hold yourself accountable, support your own 
growth, and encourage clients to take on a team-oriented 
mindset in the fight against a hacker’s tricks. 

Cybercriminals know that the easiest way into any organiza-
tion, no matter how secure, is through its employees — human 
beings who can be tricked and manipulated. Lead by example, 
commit to continued learning, and stay suspicious!

For more information on Tech Advisors, visit  
Tech-adv.com.  n
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Augmenting 
Data Logging  

With True MDR
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Advanced Attacks On The Rise 
When the pandemic made its impact around the globe early 

2020, it simultaneously ushered in an exponential surge in 
cybersecurity attacks. In the scramble to mass-migrate busi-
nesses to virtual work environments, many did not have the 
time or resources to implement strong cybersecurity policies 
and processes. This climate has allowed cyberattacks to boom 
in nearly all industry verticals, impacting critical infrastructure, 
utilities, transport, food supplies, health care, education, and 
the U.S. economy at federal, state, and municipal levels. 

Advanced cyberattacks are now considered a risk to nation-
al security following the sweeping uptick in cyberattacks. 
Once targeting small companies or individuals, threat actors 
are now making headlines by growing their attack radius to 
include major infrastructure companies and even leading 
security firms. What’s more is that threat actors are quickly 
evolving their tactics and targets when it comes to deploying 
their assaults. 

Increased Focus On Data Logging 
To combat these cyberattacks, more and more MSPs are turn-

ing to security logs to understand developing security incidents, 
achieve compliance, conduct post-incident investigation, and 
ensure the day-to-day health of their IT environment. Regular 
security logging is often instrumental when it comes to knowing 
the ins and outs of your network security and operations.

What Are Security Logs Used For? 
Security logging is a process that collects a full record of 

events occurring within an MSP’s networks and systems. 
Security logs contain log entries — data related to each of those 
specific events. The log entries are then regularly audited and 
used for the following:
 Identifying indications of unauthorized activities attempted 

or performed on a system, application, or device

 Satisfying security compliance framework requirements

 Establishing normal operational baselines and trends 
and building organizational standards, policies,  
and/or controls

 Providing evidence during investigations, audits, and 
forensic analysis

Challenges Of Implementing 
Security Log Management

Often, MSPs looking to bolster their 
logging capabilities turn to tools such 
as SIEMs (security information and 
event management) and LMSs 

(log management systems). No doubt, these types of tools can 
aggregate incredible amounts of data from multiple sources 
in an infrastructure to provide visibility. However, with so 
many MSP products available on the market, which ones truly 
enhance your security stack?

Traditional logging tools collect raw data in a centralized 
platform and apply behavioral logic to trigger notifications on 
incidents or security events. In a combination of data collection, 
rules, notifications, and data consolidation and correlation, 
they work to provide real-time visibility across an organization 
through event log management. After consolidating the data 
across all sources of network security information, they then 
correlate the events gathered based on pre-established rules 
and profiles, and finally notify on security events.

While these tools are designed to dig through copious 
amounts of logs and identify anomalous behavior or opportu-
nities vulnerable to threat actors, they are slow to derive imme-
diate context, especially in the event of a security breach where 
response times are critical. When building a trusted end-to-end 
security offering, it is vital to understand how logging tools work, 
their benefits, and their limitations so you can make an informed 
decision on how to better secure your IT environment.

Cannot Provide Real-Time Response
During a security event, cutting down on response times is 

crucial to safeguarding sensitive data. To do so, MSPs need 
a proactive and agile approach to real-time response. While 
many logging platforms are good for defending against known 
threats within fixed parameters, their rule-based approach may 
not translate well to advanced threat response. Since they are 
built to alert on potential threats after locating evidence within 
aggregated data logs, their reactive models can lack the context 
needed to provide actionable data right away. If you are unable 
to pinpoint anomalies in real time, you will not be able to make 
timely decisions on how to tackle critical events. Real-time 
logging is a start to collecting valuable information and ensur-
ing visibility across an IT environment, but the true 
value is in real-time data interpretation allowing 
for immediate action.
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Requires Expert Configuration And Manual Upkeep
Logging tools need to be configured specifically to meet an 

MSP’s business needs and its unique threat landscape. Many 
logging tools require management from a dedicated team to 
parse logs and reports, update rules, respond to alerts, and 
keep the software updated. Much of this work is manual, which 
can be a significant hit to efficiency levels. And consider this: The 
configuration will need to be reviewed often to ensure that the 
platform augments data analysis rather than hindering it. If it is 
not regularly calibrated to monitor evolving types of networks, it 
cannot keep up with logging dynamically changing data.

Managing Data Collection, Analysis, And Search
The effectiveness of logging tools is based on both the quality 

and amount of data that it logs. It is easy to overload your sys-
tems with huge volumes of data sources, creating noise and alert 
fatigue. If a team is busy responding to an unfiltered stream of 
alerts, they may miss the ones that are critical in identifying bad 
actors. The team would also need to perform manual parsing, 
filtering, and consistent reevaluation for validity. Furthermore, 
many logging tools operate under the use case scenarios that you 
implement. There is simply no way to categorize incoming data 
into a simple binary of “malicious” or “safe.”

In the long term, the key takeaway is to understand that 
traditional logging platforms and tools are designed to log 
thousands of events daily. As you store these ongoing logs, 
it can be overwhelming to keep data organized enough to 
ensure efficient search capability. The more information that 
you must interpret, the more inefficient it is to derive real 
meaning from the data.

How To Enhance Logging With MDR
Combining both data logging and advanced tradecraft 

detection technologies means that you can monitor your 

account activity and behavior in real time — a critical factor 
in staying ahead of threat actors. A 24/7 active threat hunting 
and response service provided by experienced analysts can 
detect reconnaissance activities at their earliest stages. With 
logging, monitoring, detection, and response executed in 
tandem, managed detection response (MDR) analysts have 
unparalleled visibility into hacker tradecraft, lateral spread, 
and remote privileged activity.

While traditional logging tools such as SIEMs and LMSs are 
not effective for real-time threat detection and response, they 
are an excellent means of discovering raw data and meeting 
compliance expectations. Their strength lies in housing the 
substantial amounts of data needed to aid in investigative 
efforts and audits. Also, they are valuable in helping organiza-
tions build monitoring controls and improving threat profiles 
based on logged evidence of suspicious behavior.

To create a more robust security solution and ensure full 
threat visibility, place the power of log aggregation with an MDR 
platform. MDRs are designed to provide real-time response 
across your IT environment, proactively threat hunt for evidence 
of advanced malware, and identify key indicators of compro-
mise. Experienced analysts can sift through complex security 
logs, collecting the threat intelligence needed to actively search 
networks, then detect and detain threats that evade antivirus or 
anti-malware solutions. Implementing an MDR solution allows 
the data to be quickly parsed for patterns and correlations that 
may not have otherwise been recognized.

In the hands of an experienced MDR team, real-time compre-
hension, threat hunting, and response can enhance the value 
of security logs and telemetry collected from your network 
processes, devices, and systems. Maximize the power of log 
collection by pairing it with active threat hunting and immediate 
response provided by an MDR. MDR analysts can leverage the 
raw data logs to help MSPs stay ahead of cyberthreats. Rather 

than overwhelm your teams and systems with complex data 
logging platforms, extensive data logs, and alerts, an MDR 

team would be able to pinpoint indicators of threat in 
the data quickly so you can fight back threats within 

minutes and hours, not days and weeks.

About Blackpoint Cyber
Eliminate cyberthreats before they 
take root in your network.  
Visit BlackpointCyber.com  
to learn more.  n
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protect what’s most important to them. Our mission?
and Response services to organizations around the world. 

Cyberattackers have you in their sights.  
What’s your next move?

Rely on Blackpoint for effective, high-performance, and robust cybersecurity that protects against 

PATENTED REAL-TIME 
THREAT DETECTION 

RAPID AGENT 
DEPLOYMENT 

24/7 INCIDENT  
MONITORING & RESPONSE 

SEE BLACKPOINT MDR IN ACTION
https://blackpointcyber.com/lp/mdr_demo/
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Why Your Customers Need 
To Adopt A HIPAA Mindset
Paul Tracey’s Mission To Make HIPAA The Standard 
Across ALL Industries

Every morning, when Paul Tracey, founder and CEO of 
Innovative Technologies, wakes up, he’s greeted with a new 
list of cybersecurity threats.  

The morning we spoke, one of Tracey’s 
clients had an employee who downloaded 
a document at their home, uploaded 
it to their Google Drive, then 
downloaded it again when they got 
to work. Loaded with malware, 
the document put the client’s 
company in danger. Fortunately, 
because of the procedures 
Tracey has in place, his team 
discovered the document 
immediately and ended that 
threat within 35 seconds from 
when it started. But for many 
companies that don’t have a 
cybersecurity plan in place, this 
wouldn’t have ended so well. 

Tracey realized early in his IT 
career that companies were grossly 
undereducated and unprepared for 
cyberthreats. Therefore, for over a decade, 
Tracey has been on a mission to educate SMB owners 
whose livelihoods are at risk by what they don’t know about IT 
and cybersecurity threats. The author of “Delete The Hackers 
Playbook” and co-author of “Cyberstorm” (due to be released 
in 2022), he started his own company after witnessing a large 
hospital pay hefty fines when their lax security caused a 
major breach. Realizing that “cybersecurity inequity is highly 
problematic,” Tracey dedicated himself to fighting cybercrime 
for the business owners who are the most vulnerable. Today, he 
helps businesses establish a company culture that supports safe, 
secure, and efficient IT. 

The framework Tracey uses to protect client data is based on the 
Health Insurance Portability and Accountability Act of 1996 (HIPAA) 

Security Rule. “While HIPAA was designed to protect the privacy 
of patient records, it is actually an excellent framework 

for any organization’s security plan,” Tracey explains. 
“It not only addresses technical measures needed 

to control the physical environment, but also 
emphasizes the administrative processes 

necessary to secure data.”

Tracey’s idea to use HIPAA as a 
standard for all clients is even more 
relevant now that states have passed 
laws that mirror many of the core 
principles of HIPAA. But even if your 
state hasn’t passed laws yet, Tracey 
urges compliance, saying companies 
can’t afford to wait. “It is crucial for 
organizations to implement tight safety 
protocols long before they are legally 

required to do so,” Tracey says. “We’re 
finding serious issues such as malwares 
that hijack your browser and do things in 
the background without being found. By the 
time a company calls for help, often their 

entire office is already filled with malware. You can’t afford 
to wait the 3–5 years it takes from proposal to enforcement — 
always follow stricter safety policies than the law dictates.” 

WHY HIPAA STANDARDS MATTER
Every single day, 2,300 small businesses are breached. 

According to the FBI, 95% of all successful attacks during 2020 
came through email phishing scams or links. Tracey believes that 
if more companies followed the HIPAA standards, this number 
would be greatly reduced. “Small companies end up going out of 
business and quietly just disappear,” he says. 



MSPSuccessMagazine.com/cyber2022 15

“The larger companies are still susceptible, but they don’t get hit 
as often because they are investing in educating their employees. 
Small businesses aren’t having that conversation, and that’s a 
real problem. Hackers are having success with small businesses 
because of the lack of security tools and security training these 
businesses have.” 

The new work-from-home environment has only made the 
situation worse. “If security measures were loosely followed before 
the pandemic, consider how problematic it became as masses of 
people were deployed to work from home using computers that 
aren’t set up with proper security, firewalls, or other protocols,” 
Tracey says. “Sadly, we’ve already seen a substantial uptick 
identified in digital threats targeting platforms that remote workers 
use. HIPAA standards could have prevented that.” 

HOW TO GET A COMPANY TO ADOPT A 
SECURITY MINDSET

Tracey recommends the following actions to help transform a 
company’s security: 

1.Execute Training: “The workforce is significantly 
undereducated about technology,” Tracey says. “And 
keeping up with the number of new threats popping 

up every day is tremendously difficult. That’s why we focus 
on employee education. It must be met with the same kind of 
commitment and persistence as doing the security work.” 

2.Gamify Security: “We gamify the security practice,” 
Tracey says. “We send videos with security tips and phish 
and spear-phish all users by sending out a phishing email 

from us. If a user clicks on that link, it immediately sends them 
to training. We’ve found this on-the-spot training to be extremely 
effective at changing the behavior.” 

3.Change The Culture: “The culture can completely 
change and be unrecognizable when you shift the 
employee computer behaviors and mindset,” Tracey 

says. “Frequently, I notice how people refer to their company 

computer and data as the ‘agency’s computer or data.’ Once we 
change employees to think in a possessive manner regarding the 
technology, they are more careful with it.” 

4.Outsource An IT Firm: “Organizations simply do not 
have enough hours per year to do HIPAA training and 
implementation correctly,” Tracey says. “We realized we 

could provide a package that freed up clients’ time. Companies 
only need to allocate 15–20 hours per year to HIPAA compliance. 
We do the rest.”

5.Educate Companies On The Benefits Of Compliance 
And The Consequences Of Noncompliance: Providers 
often don’t realize that the fines for violations may be 

less severe if they have taken proper measures to comply. “If a 
provider has properly trained an employee and received the policy 
attestation for the issue in question, the fine and/or associated legal 
actions can be greatly mitigated,” Tracey explains. “However, if the 
violation is deemed negligent because training and policy were not 
in place, the fines can be 10 times higher. But a breach doesn’t have 
to qualify as a HIPAA violation to be catastrophic. It may result in 
data loss, costly downtime, and further ramifications if the data gets 
sold, which can happen even when the ransom is paid.”

6.Implement Rules And Procedures Following The 
HIPAA Standard: Most companies don’t know what data 
they hold or where it’s located in their systems. They also 

have misconceptions about which data is protected. “Regularly, 
companies, especially smaller businesses, do not have procedures in 
place for even simple things such as what to do when you download 
a file and copy it or move it,” Tracey says. “A client may tell us they 
store all their medical data in an electronic health records (EHR) 
program, then invite us to perform an audit. It’s not unusual to find 
6–8 months’ worth of information that never got deleted or $2 million 
worth of medical information saved in download folders and other 
unencrypted locations — all outside the EHR.”

With so many companies unaware of how much time it takes to 
make sure a company is safe and how overworked most internal 
IT departments are, there needs to be more conversations around 
the risks and what companies can do to protect themselves. “The 
conversation about cybersecurity inside of organizations is long 
overdue,” Tracey says. “While there’s a long list of things to be 
afraid of, fortunately, there are reasonable solutions for all those 
bad, scary things. HIPAA is truly the gold standard and should be 
applied across all industries. An effective entry point is education. 
And an understanding of what threats you’re dealing with at this 
moment in time will help you make a plan to deal with those in 
order of the highest priority. Regardless, immediately start getting 
employees cybersecurity training, even if it’s minimal. Mandate 
and verify they do it. It’s time to take cybersecurity seriously 
because there’s no time to drag your feet.”

For more information on Innovative Technologies, please 
visit UpstateTechSupport.com. n

Paul Tracey, Founder And CEO Of Innovative Technologies

“While HIPAA was designed to protect 
the privacy of patient records, it is 

actually an excellent framework for 
any organization’s security plan.”
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Four times a year on average, business executives, including 
but not limited to CFOs, CEOs, and department heads, sit 
down around a rectangular table facing a whiteboard or 
projector screen. At the top of the whiteboard, written 
in red marker, it reads “Key Business Risks.” They have a 

detailed report in front of them with worst-case-scenario line items 
like compliance failure, building risks like fire, and human risks like 
injury, then somewhere down on that list is “cybersecurity.” On 
that item, the conversation is brief. It’s not the executive’s problem; 
after all, that’s why they have an IT team. “Let’s make sure data is 
protected and our systems are secure,” they say, and everyone at 
the table agrees. They assign their IT tech to the task and check the 
box. Done and dusted, right? Not quite. 

WELCOME TO THE DIGITAL REVOLUTION 
Before the digital age, it was routine for businesses to leave 

tech conversations within the IT department — outside of larger 
dialogues around operations. IT was tucked away in a back office, 
taking care of abstruse coding and software installations, 
and the business plugged along. 

Today, we’re in the mid-digital age, the dual-
sided coin of digital transformation where, 
on the one side, nearly every business 
uses some level of technology, like apps, 
scanners, or mobile devices, to connect 
processes and execute business 
strategy across the entire enterprise. 
The other side of the coin is more 
problematic: Though businesses use 
digital tools prolifically, they don’t 
fully grasp the risk that ineffective 
technology practices pose to their 
business. Keeping discussions 
about technology isolated in the 
IT department is the root of the 
problem. What happens when their 
business tech suddenly stops working? 
Is confidential information or customer 
loyalty at stake?

What separates a business that thrives 
from a business that flounders — or 
closes entirely — is whether they are having 
conversations at the executive level about how 
reliable IT impacts business strategy and business risk. 
It’s a conversation that CFOs need to initiate. If they don’t, they 
leave vulnerabilities on the table ripe for exploitation. Money isn’t 
the only thing it will cost them. Odds are it will cost them the entire 
business. Data from the National Cybersecurity Alliance reports 
that 60% of SMBs that suffer a cyberattack go out of business 
within six months.1

TECHNOLOGY-ENABLED PROCESSES 
What gets businesses thinking in the right way is to see the big 

picture and lay out their most essential processes: the steps, tools, 
and people they use to get their product or service from the factory 
floor to their customers. How many of these processes require 
technology to complete? Imagine what would happen if, during 
those processes, technology stopped working. Here’s an example: A 

Is Reliable IT At 
The Top Of Your 
Customers’ Risk 
Management? 
It Should Be!

In the past, cybersecurity and tech 
have stayed in the IT department. 
Today, CFOs must lead the 
conversation about cybersecurity 
business risks or jeopardize the 
business altogether.

1 www.sec.gov/news/statement/cybersecurity-challenges-for-small-midsize-businesses.html

Gary Tonniges Jr., CPA & CEO Of TriQuest Technologies
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manufacturer ships products across the nation. To get products 
to customers, employees use computers and scanners that 
document and track packages as they are loaded on a truck. Then 
tracking software gets hit with ransomware, and the company is 
locked out. Business productivity decreases, employees are less 
efficient or can’t work at all, and valuable customer loyalty is lost 
because their package never shows up. All that comes down to 
losing dollars — a lot of them. Similar scenarios can be applied to 
all businesses. The processes businesses use to accomplish tasks 
and meet goals are what I call “technology-enabled processes.” 

Historically, we didn’t have to worry about them because they 
didn’t exist. In the mid-digital age, nearly every process, start to 
finish, involves some level of technology. The architect draws their 
plans for a wall on AutoCAD and sends it to the contractor. The 
general contractor receives it on an iPad, and they send it to the 
foreman in the field. The foreman has a wireless setup on-site, 
and they use the iPad to show the drywall contractor how to do 

the work. If the iPad stops working or can’t open the 
AutoCAD file, work halts until the tech is back 

up and running. This costs time, and we 
all know that time costs money. 

Businesses must understand that 
for them to make a profit, protect 

employees, satisfy customers 
— and consequently grow 

— they need reliable IT. 
They need processes that 
work every time, updated 
software, backup plans, 
and regular assessments. 
Efficient IT processes 
must be a priority at the 
executive round table.  

IT IS THE HOW, 
BUSINESSES ARE 

THE WHY
The tendency is to think that 

IT is recondite — CFOs don’t 
think through IT strategy because 

they “have people for that.” We need 
to shift that mindset. Here’s a distinction 

that helps business executives understand: 
IT teams are the how; the whole picture of the 

business, from customer needs to employee safety, is the 
why. This gets problematic because tech teams assume that CFOs 
understand how much they rely on IT. CFOs assume IT people will 
come to them and say, “If you don’t replace this tech next year, 
you’ll have a big problem.” However, IT teams aren’t always privy 
to the innards of business processes outside their department. 
Because of this misunderstanding about where IT should live, 
there’s a malinvestment of resources to cybersecurity, putting 
businesses at much greater risk. 

What reliable, responsive IT means to each business is as 
unique as a thumbprint. The general contractor needs wireless 
mobile devices that work in the field every time. A theater needs 
scanners that never miss a ticket barcode and get guests through 
the door and seated for a show in minutes. A manufacturer 
needs scanners and label printers to send packages out on time. 

Processes are unique, but what’s consistent is the fact that while 
technology can’t create strategy, it can help implement it, and 
that’s why tech decisions must move into the boardroom to be 
evaluated alongside other key business risks. Tech is the how, but 
business strategy is the why.

‘IF ONLY WE KNEW’
Oftentimes at TriQuest Technologies, we get new customers 

who come to us after an attack and say, “If I had understood how 
important cybersecurity was, of course, I would have spent more 
money to protect the business.” So, what we try to do is underline 
the connection between IT solutions and what is likely to happen 
in a business — i.e., business risk — because that’s effective 
cybersecurity. When executive teams discuss key business risks, 
they think about what’s most likely to happen, what the cost 
or damage will be if it does, and how to go about reducing the 
likelihood of that occurring. Cybersecurity issues are very likely to 
happen; that’s the reality.

It’s most likely that through an email system, someone is 
going to compromise employee credentials and use them to 
implant viruses or impersonate employees and reroute customer 
payments to themselves, for example. The ultimate expression of 
what a business values is where they spend their money. If they 
thought of cybersecurity like protecting against a fire hazard — 
where purchasing software that blocks malicious emails is like 
buying an automatic fire-suppression system — they’d be putting 
value in the right place: protecting against the right risks with 
reliable solutions. As businesses strategize around how to reduce 
risk, funding effective cybersecurity practices must be a priority. 

HOW TO ALIGN BUSINESS EXPECTATIONS 
AND REALITY 

At TriQuest, we help business leaders understand the status 
of their technology processes by interviewing every department 
head. We ask what’s going well, what can be improved, and how 
technology impacts their short-term and long-term goals. We ask 
leadership the following question: If technology stopped, what’s 
the most damaging thing that would happen to your department? 
Expectations and reality must match.  

Then we create a glide path — a three-year budget that 
includes a business’s most critical data or processes and a pulse 
of IT performance. At the end of every year, we reevaluate and 
create an adjusted three-year plan, and so on. This way, we’re 
accounting for new growth, updated processes, and renewed 
goals. With a reliable IT plan in place, businesses benefit from 
interdepartmental cooperation, consistent decision-making, and 
standardized processes. 

It’s a digital revolution. Data abounds, everything is connected, 
and files live in the cloud. Businesses that consider effective 
cybersecurity practices along with other key business risks can 
lessen the impact on profit, downtime, and efficiency as well 
as negative effects on employees and customers. Businesses 
that have unreliable IT are held back when they try to push the 
gas pedal. Next quarter, have a conversation with your clients. 
Help them reduce the risk to their business and customers by 
demanding reliable IT and keeping up in the digital age.

For more information on TriQuest Technologies, please visit 
TriQuestTech.com. n
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How IT Services Providers Throughout 
Northern California, Sacramento, And 
The Bay Area Can Now Receive Greater 
Cybersecurity And Compliance
Even As A Teenager, Mark Richter Never Lost Sight Of 
The Main Focus: The Customer

Between TV, videos, and video games, kids today 
average between 5–7 hours of screen time per day! 
Mark Richter’s childhood was different. At age 12, while 
the neighborhood was asleep, Mark would hop on 
his Schwinn bike at 5 a.m. to deliver newspapers. He 

continued to deliver newspapers for a total of six straight years, 
even throughout his four years of high school.

As one of seven siblings, Mark never once had to ask his 
parents for money. Even at that young age, he had an entrepre-
neurial spirit and was self-sufficient. 

Mark smiles as he remembers, “As a paperboy, I would ride 
around every Friday to collect my 30 cents from my customers. 
They grew to know me, and I was often invited into their homes 
for a piece of pie or dinner.”

Asked why he kept his challenging paper route for so many 
years, Mark says, “For my customers. I knew them all by name, 
loved their pets, and would miss them when they moved. To this 
day, I still remember the Jacobses. They paid me $10 to mow 
the grass on their back forty. Once they offered me a piece of 
cheesecake, and when they went out that evening, their son Mike 
and I ate the whole cake! Mike and I are still best friends today and 
reminisce about that story whenever we visit!” 

Mark’s tireless work ethic and love for his customers would one 
day pave the way for him to open his own IT services firm. 

Spending Over 20 Years Learning From 
One Of The Greatest Business Minds

After earning his electronic engineering and MBA degrees, 
Mark was fortunate to land a job at Hewlett-Packard. As a field 
engineer and then outsourcing solution specialist for a total of 20 
years, Mark made the principles of quality, integrity, and “the HP 
Way” the foundation of his business approach and values.

“There’s no other company I would have wanted to work for,” 
Mark says. “I got to work with some of the brightest people 
around. I actually had the privilege of meeting David 
Packard himself. At 6-foot-5, he was a giant of 
a man, but he also had a giant heart. He just 
exuded energy.”

The HP Way is a unique approach to business 
and core values that everyone at Hewlett-Pack-
ard lives by. First, they practice continuous 
improvement. “It means that nothing is good, 
nothing is bad,” Mark adds. “Everything can be 
improved, and every day brings an opportunity 
to examine what worked and what didn’t work 
to discover how to get better. It arms everyone in 
the company with the ability to improve products, 
service, everything. 

“Another HP tenet is quality. They invented what 
they call ‘management by wandering around.’ Everyone 

Mark Richter, CEO Of iStreet Solutions
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on the team is an equal, and even David Packard himself would 
walk around to get feedback and ideas from every employee.” 

Founding An MSP For  
‘Main Street’ Customers

Along with the amazing business methodologies and team-
work initiatives that Mark inherited from HP, he also took away 
some areas he could improve upon. 

“I always felt the pricing that HP and IT businesses charged 
their customers was ridiculous,” he says. “One client would pay 
$50,000, $75,000, or even $100,000 per month! I just felt there 
were plenty of manufacturing companies and businesses we 
serve on ‘Main Street’ that could benefit from the same quality 
enterprise services at a more affordable model. So, I set out to 
achieve that.” 

After leaving HP, Mark followed his boss to an internet start-
up company. For a year and a half, they did great. Then, when 
the economy collapsed after 9/11, business took a hit. For the 
first time in his life, Mark was laid off. Fired.

“It was right then and there that I decided I would never let 
anyone else be in charge of my destiny again,” he recalls. “I 
would be in control. Whether I’m great at it or suck at it, by God, 
I was going to take control of my future!”

So, Mark sat down with his wife and hashed out a rough plan 
for his new IT services business. In his heart was still the idea to 
present enterprise-level IT solutions to Main Street companies 
and businesses, without the Wall Street price tag.

“While looking at potential Sacramento data centers on I 
Street, my wife and I came up with the name iStreet Solutions 
to tie into my Main Street pricing model,” he says. “Then Apple 
had to invent the iPhone, which stole a little of our thunder. 
Nevertheless, our company was started as iStreet Solutions.” 

In 2004, iStreet Solutions was founded as an applica-
tions-hosting company to better serve companies and busi-
nesses that counted on providing cybersecurity and compliance 
needs for their own customers. Today, Mark and his team 
have close to 200 customers on their private cloud in locations 
across the country.

Providing A Level Of Cybersecurity 
And Compliance That’s Rare In 

Today’s High-Risk World
You’ve seen the headlines. From small 

one-man shops to multibillion-dollar global 
corporations, cybercriminals are infiltrating 
networks, stealing data, and demanding tens 
of thousands in ransom at an alarming rate. 
Yet, despite hackers becoming more sophis-
ticated and more aggressive in their cyberat-
tacks, most business owners are continuing 
their business as usual. 

One mistake too many customers of IT firms 
make is simply running their organizations 

from a public cloud. While easy, it puts their busi-
ness at tremendous risk and costs them more than 

they think. Public clouds are really a false economy. 

Mark says, “The No. 1 question we get is this: How is your 
private cloud different than the public clouds we all know? 
We bridge the skill gap presented by the public clouds. How? 
Through our cybersecurity expert, OS administration expert, 
and database expert, we take care of these skill sets for you. In 
a public cloud, you must spend $30K–$40K per month just to 
get off the ground and for the ongoing staffing needs! iStreet 
Solutions is a much better value proposition.” 

To give IT services providers the absolute best defense to 
better protect their clients against today’s determined hackers, 
Mark’s cybersecurity strategy focuses on three key points. 

First, they insist that every customer has an information secu-
rity policy. Second, all their customers must have a full-time 
security information officer. Finally, iStreet Solutions is dedicat-
ed to protecting the three threat vectors: 1) devices like PCs, 
servers, laptops and cellphones; 2) email inboxes (because 95% 
of all ransomware and phishing attacks come through email, it’s 
imperative to privately secure them by encrypting and backing 
up the data); and 3) employees — the entire organization must 
be trained in how to detect possible cyberattacks. Naturally, 
iStreet Solutions provides all these cybersecurity measures.

While more MSPs are just now turning their focus toward 
cybersecurity, it’s been a priority for Mark and his team since 
day one. To further enhance security, better manage risk, and 
keep costs down, Mark is also an expert in SOC (service and 
organization control) compliance. 

“Becoming SOC-compliant enables an IT services firm to 
expand its client base to customers they could not have before. 
The ultimate objective is to expand the pool of potential custom-
ers. Our team can help them meet that objective,” Mark says.

Beyond Certifications, Mark Has The 
Heart And Work Ethic To Better Help 
Companies In Northern California, 
Sacramento, And The Bay Area

The same drive that pushed Mark Richter to get up almost 
every single morning to deliver newspapers throughout his 
neighborhood and the same commitment that kept Mark at 
Hewlett-Packard for two full decades … that’s exactly what has 
made him who he is today.

“iStreet Solutions was the first small business to receive host-
ing certifications from SAP. We actually stood toe-to-toe with 
the likes of HP and IBM!” Mark exclaims. “I also achieved SAS 70, 
SSAE 16/18, and SOC 2 certifications as well as compliance with 
HIPAA standards. We are now compliant with NIST and soon 
CMMC standards (cybersecurity maturity model certification), 
again emphasizing cybersecurity.”

Today, Mark leads iStreet Solutions to help local firms expand 
their support with apps on premise and in the cloud, plus 
cybersecurity and compliance solutions. His goal is to help his 
customers better manage risk and costs by providing always-on 
information systems. 

iStreet Solutions cybersecurity product suite is called 
“Freedom Shield.” To learn more, go to  
iStreetSolutions.com/protectmybusiness. n
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To learn more about how becoming a Datto partner can benefit your MSP business

by generating revenue and acquiring new business, visit datto.com/why-datto. 

Datto products empower our community of Managed Service Provider 
partners with the right technology, business tools, and support to enable 
each and every one of their customers to succeed. It’s an approach that
has made us the world’s leading innovator of MSP-delivered IT solutions.
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5 Ways Top  
MSPs Are  
Utilizing Malwarebytes 
Partner Program To 
Capitalize On The 
Growth Of Investment 
In Managed 
Security Services

Cyberattacks on small businesses are 
becoming more frequent, targeted, 
and complex. According to Accenture’s 
Cost of Cybercrime Study, 43% of 
cyberattacks are aimed at SMBs, but 

only 14% are prepared. Spiking fear as they face 
more and more threats, SMBs are scared. 

But with challenges, comes opportunities. This 
newfound awareness of the threats that exist has 
resulted in SMBs increasingly turning to MSPs as 
their go-to security experts. The world is investing 
in cybersecurity services and money is pouring in. 
Spending on cybersecurity has massively increased 
in 13 years. The importance of protecting our 
progressively digitized world is predicted to propel 
spending on cybersecurity products and services to 
a staggering $1.75 trillion between 2021 and 2025, 
according to Cybersecurity Ventures Market Report. 

This intensified reliance on MSPs to provide 
cybersecurity expertise caught the attention of 
Malwarebytes. Best known for their top-notch 
malware remediation and anti-malware software 
solutions, Malwarebytes is now helping MSPs to 
capitalize on this growing trend. “The amount of 
spending on security services provided by MSPs 
is going crazy,” Josh Pederson, global product 
marketing director for Malwarebytes, says. “It’s the 
perfect time with a massive amount of opportunity 
around cybersecurity. Spending by SMBs on 
outsourced or managed security services has been 
strongly increasing in the past couple years, so there 
is a lot more revenue available for 
MSPs to earn from their SMB 
customers.”  

But that doesn’t mean that 
SMB customers are going 
to pay MSPs more for the 
same service. Realizing 
that MSPs are going to 
need to do more for their 
customers, Malwarebytes 
looked at how they could 
enhance their platform to 
empower MSPs. Their new 
Malwarebytes partner program 
shaves minutes and hours off 
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MSPs’ daily cybersecurity routines, gives MSPs a terrific profit 
margin, and provides new opportunities for MSPs to beef up their 
cybersecurity expertise and leverage that into new opportunities 
to make money. 

Here are five strategies Malwarebytes’ top MSP clients are using 
to grow their business and capitalize on this crazy spending and 
investment in their space right now. 
Create New Opportunities For Customers To Spend Money 
With You. MSPs are beefing up their expertise to provide extra 

services and training courses — which they charge 
for — by utilizing the Malwarebytes Academy. Included in 
the partner program, the academy contains a wealth of 
training resources. “The academy is full of security training,” 

Pederson explains. “MSPs can learn from our material, then create 
their own security awareness training courses on best practices, 
breach prevention, or any number of cybersecurity topics.” 

MSPs also use the Malwarebytes Academy to train their 
team. “MSPs can give access to their whole team and are using 
it to ramp up their more junior level security people,” Pederson 
says. “Consulting is another option. MSPs can increase the money 
customers are spending by offering to put their top security guy in 
their customer’s company for a day. While previously, SMBs may 
typically only pay to manage endpoints and keep them secure, 
we’ve found that now SMBs are putting a lot more money into 
security evaluation and prevention, providing greater opportunity 
for MSPs to roll out new offerings.”
Maintain A High Profit Margin. MSPs choose from the three 

levels of endpoint protection that Malwarebytes offer 
to suit their budgets and the needs of their customers. 
And with a tailored pricing structure, MSPs find a strong 
profit margin when upselling Malwarebytes products. 

“MSPs that work with us can choose a tool like our EP tool and 
then upsell that to their customer,” Pederson explains. “It is 
extremely common for MSPs to see 60%-plus profit — so a very, 
very high margin.”
Boost Team Efficiency. By taking advantage of the top-notch 

business support and resources and the best-in-class 
endpoint security platform inside Malwarebytes, top MSPs 
are freeing up time for new, billable projects. Luke Santillo, 
senior IT consultant for Katana IT, states that they used to 

spend a high amount of labor handling an average of 12 endpoint 
issues each month. “Malwarebytes’ effectiveness is a major win,” he 
says. “That’s all recouped time and money we’ve gained.” 

Malwarebytes OneView platform streamlines MSP operations 
and removes complexity. “We realized 

MSPs needed a singular dashboard 
to maintain all their customers in 

one place,” Pederson explains. “We 
developed OneView, so instead 

of them having to do one-off 
remediation and deal with 

individual customer sites 
and machines, now 
they can do it all from 
one central location 
using a single cloud-
based console. We’ve 
streamlined routine 
manual processes 

with automation — 

automated remediation is a big one that helps shave minutes 
and hours off the daily routine of MSPs.”
Demonstrate Constant Value And Build Strong Customer 
Satisfaction. Top MSPs are finding creative ways to be more 

responsive and showcase the value they provide. “Small 
businesses want to trust you,” Pederson says. “But they 
realize that if they get hacked or hit with ransomware, 
that might be it for them, and so they are extremely 

cautious. Showing the value of MSP security services is extremely 
important so SMB customers can tie their monthly investment to 
tangible business value like uptime, maintaining productivity, or 
keeping their data secure. The reporting we provide in OneView 
can help to educate your customers and enable MSPs to relate 
how monthly scans, detections, and remediations relate to 
keeping the SMB productive. For example, an MSP might say, 
‘Last month, we blocked 150 threats from your office. Your top 
three threats came from a ransomware that when it infects, it 
costs $40,000 in Bitcoin and two weeks of downtime.’ The MSP is 
basically telling the customer that we blocked ransomware last 
month, and here’s the potential impact of that ransomware, the 
downtime, loss of data, loss of money, and so on.” 
Inspire Your Customers To Do More Business 
With You. Top MSPs find that when customers are more 

confident in them, they are more likely to say “Yes” when 
they offer a new training program or a new service. 

“Clear and constant communication can get your 
customers to really love you,” Pederson said. “Keeping 
them heavily informed on your actions to prevent or 

remediate threats can almost act as a positive feedback loop for 
future renewal conversations and new training or service offers. 
Because you’re taking such good care of them, when you offer a 
new a security training course or product package, they’re more 
willing to take you up on the offer and spend more with you.”

Cybersecurity expertise is a critical component in our current 
landscape. Stay relevant and capitalize on this surge of security 
spending as SMBs continue to invest heavier in both their 
in-house and outsourced security by joining the Malwarebytes 
partner program. When you do, you’ll provide the protection 
customers need while feeling more confident, experiencing higher 
profitability, more growth, and a huge savings in resources. 

“Now is the time for MSPs to double down on their 
cybersecurity,” Pederson says. “There’s a lot of opportunity for 
MSPs right now, and we want you to know we’ve got you covered.”

To download your FREE data sheet, go to 
MSPsuccessMagazine.com/malwarebytes-program.

To attend the FREE Malwarebytes Demo Day, register at 
MSPsuccessMagazine.com/malwarebytes-demo.  n

“The world is investing in 
cybersecurity services and 

money is pouring in. Spending 
on cybersecurity has massively 

increased in 13 years. “
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MAKING 
BYOD SAFE
How Dean Lause Is Mitigating The Massive 
Cybersecurity Risk ALL Businesses Face With 
His Bring Your Own Device (BYOD) Plan 

In early 2020, Dean Lause, chief technical officer of 
Argentum IT, received a frantic call from the head of a 
prominent law office.  

The staff at the law firm had become accustomed to working 
remotely, and business was booming. The partners were 
enjoying the advantages of the work-from-home environment 
— productivity was up, costs were down, and employees were 
feeling a greater sense of work-life balance. It only took a few 
seconds for that to change. Across town, one of the firm’s 
attorneys was running to an appointment while quickly sending 
a few emails. Suddenly, he froze and had an uneasy feeling. 
Did that last email go to its intended recipient? He checked his 
sent items and felt his knees buckle. Sure enough, the message, 
which contained the firm’s entire customer list, had just been 
delivered to its biggest competitor. The fallout was tremendous. 
Not only did the head of IT find himself looking for a new 
position, but the law firm also found itself in the precarious 
position of needing to reestablish trust with its clients after 
proprietary information had been disclosed so carelessly. 

It’s disasters like this that play out in companies every day that 
have Lause on a mission to get companies to implement what 
he refers to as the Bring Your Own Device (BYOD) plan. “Part of 
what I do is help companies implement BYOD strategies that 
work,” Lause explains. “With the proper security controls and 
precautions in place, you can protect organizations and prevent 
sensitive data leakage, potential lawsuits, and even sabotage.”

Lause, who adopted a work-from-home lifestyle 25 years 
ago, says that even before the COVID-19 crisis, companies were 
adapting to the BYOD environment because of the numerous 
advantages, which include reduced expenses, improved 
productivity, and greater employee satisfaction. “Businesses that 
take advantage of BYOD practices can save at a minimum $350 a 
year per employee,” Lause says. “Using portable devices for work 
purposes saves employees about an hour per workday as well as 
improves productivity by up to 33%.”

While there are advantages, BYOD also poses a significant 
risk to a company’s network, files, phone systems, emails, and 
contacts as well as a host of sensitive information, including 
human resources reports, health information, legal documents, 
trade secrets, and even marketing lists. “You can no longer be 
penny-wise and pound-foolish when it comes to cybersecurity 
and devising BYOD policies,” Lause says. “If companies are going 
to allow individuals to use their own device to access company 
data, they MUST have some way to contain the information that 
is private or proprietary to their organization and have control 
over what happens. As an example, an individual cellphone 
connected to internal wireless networks could have malware 
on it. That individual can inadvertently download it and infect 
a company’s network. This is just one of the many reasons for 
having the policies in place ahead of time.”

When Lause devises BYOD policies, he begins by leading 
clients through a discovery process, which includes determining 
their needs, figuring out what they are trying to protect, defining 
their framework for security, and assigning protocol. “It’s vital 
for companies to consider why they want BYOD in place and to 
examine their needs and concerns,” Lause says. “This is the most 
important item to decide upfront. For example, is it to improve 
workplace productivity or is it to make a network more mobile? 
Whatever the reason, a BYOD policy should be designed to 
optimize goals and be based on a strategy.” 

 “If you’ve taken reasonable care to 
ensure that your client’s technology 

and BYOD policy is current, the 
chances of their getting hacked 

are greatly minimized.” 
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THE 4 ESSENTIAL ELEMENTS 
OF A BYOD PLAN

Once clients go through the discovery process, it’s time to map 
out a detailed plan, which includes consideration of four essential 
elements: security, privacy, updates, and education. 

“The mobile device policy is a place to outline the safeguards 
a company has in place and what they reserve the right to do 
with them to protect the good of the company,” Lause says. 
“This includes things such as protecting mobile devices with 
passwords, requiring applications to be approved before being 
installed, and policies for lost devices or how you’ll remove data 
when an employee exits, among others.”

When instituting these guidelines, there are some areas that 
you’ll walk a fine line when addressing, such as privacy and 
updates. “If you choose not to include things like mandating 
system updates in the BYOD policy, you at least want to make 
a provision that the employee will be liable if data is stolen as a 
result of their device not being kept current,” Lause advises.

He also stresses that everyone be educated on the policies 
and restrictions in the BYOD policy. “If employees don’t 
understand, don’t have the ability to ask questions, or don’t 
know which questions to ask, the policies put in place are going 
to fail,” Lause says. 

Lause has a comprehensive cybersecurity process for his 
clients that includes weekly microtraining and a dashboard that 
consistently updates their security score, which is much like your 
credit score, but for the entire organization. Companies that are 
compliant are not only more protected from hackers, but they 
are also likely to get a break on their cybersecurity insurance 
rates. “If companies can prove they’re doing the training and 
keeping their BYOD policy up to standards, then they get 
significantly reduced rates on their premiums,” Lause says. 

As the number of small businesses getting breached continues 
to go up, Lause advises MSPs and managed security service 
providers (MSSPs) to offer BYOD policies and urge their clients to 
put one in place immediately. 

“It’s no longer an option as to whether or not you should put 
a BYOD plan in place,” Lause says. “Hackers love to target small 
businesses because too often, small businesses don’t invest 
in current technology, don’t enforce making sure machines 
are patched and up-to-date, and don’t have policies in place. 
The stiff fines, data privacy rules (which can require additional 
costs, such as providing credit-monitoring services to all your 
customers if you get breached), and the recovery costs can 
put people out of business. But this can all be mitigated in a 
cost-effective solution if companies work with a knowledgeable 
MSSP. And when you compare the cost of recovering from a 
security breach to the cost of maintaining a high-level secure 
environment, there is no comparison. The cost is minimal for 
investing in current technology versus lost business reputation, 
fines and recovery, which most small businesses find difficult 
to do and is why 60% of them are out of business within six 
months or less after a breach.”

In the end, it’s important to remind your clients that your 
BYOD plan is not a “set it and forget it” policy. Review it with 
them regularly and stay current with the new dangers popping 
up every single day. “If you’re not talking to your clients about 
security and their BYOD policy on a quarterly basis to review their 
exposures and new threats, your clients are likely behind the 
times and vulnerable to much larger risks,” Lause says. “The most 
successful BYOD policies are adaptable and fluctuate with our 
times and technological capabilities. Remind your clients that it is 
never a bad idea to consult you, and that regardless, they should 
always exercise due diligence and use common sense. If you’ve 
taken reasonable care to ensure that your client’s technology and 
BYOD policy is current, the chances of their getting hacked are 
greatly minimized.” 

For more information on Argentum IT, visit ArgentumIT.com.  n

Dean Lause, CTO/COO Of Argentum IT
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What’s The Secret To 
Bringing The Best Value 
To Your Clients? 
Compliance will become mandatory for all businesses in 18–24 
months, and Matt Katzer, CEO of KAMIND IT, introduces a new 
strategy that helps organizations grow their business and add 
value to clients amidst increasing security regulations. 

In 2017, the United States Department of Defense (DoD) 
introduced a new security standard called NIST 800-171. It deals 
with the handling of CUI (controlled unclassified information) 
that applies to all contractors and subcontractors of the DoD. 

A few years later, in 2020, the DoD released the Cybersecurity 
Maturity Model Certification (CMMC) to enforce the new standard. 
Any contractors who don’t meet these standards by 2025, the DoD 
says, must forfeit their contracts. Matt Katzer, CEO of KAMIND 
IT, knew that the CMMC was going to be a game-changer, so he 
decided to do something different. He realigned his business 
strategy in a way that would bring even more value to his clients.  

“I knew CMMC would affect a portion of my clients at KAMIND IT, 
about 10%,” says Matt. “However, instead of limiting CMMC to those 
clients, we chose to deploy a new strategy. We applied the CMMC 
security model to all our clients and treated security management 
and compliance as a continuous process.” The result was added 
value for KAMIND’s clients in terms of increased responsiveness, 
better education, holistic protection, and lower costs.  

There Are More Demands For 
Cybersecurity Standards Than 
Ever Before

When Matt worked at Intel Corporation, he was known for 
discerning new trends. “I’m able to look at data points and say, 
‘If we need to be here, we must do X, or we need to head in this 
direction,’” says Matt. “In terms of cybersecurity, there have been 
a few key factors that show which way the industry is trending. 
CMMC was one inflection point. Another inflection point occurred 
when the Biden administration announced an executive order.”

In May 2021, Biden announced Executive Order 14028, 
“Improving the Nation’s Cybersecurity,” which seeks to, among 
other things, implement stronger security standards in the federal 
government. Matt points out that the federal government isn’t 
the only institution pushing for strong regulations. Cybersecurity 
insurance companies are asking questions like “Have you deployed 

Matt Katzer, CEO Of KAMIND IT
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multifactor authentication?” and “Have you deployed security 
standards?” before they issue policies. Some are even demanding 
official accreditation. At the state level, governments are trying to 
decide what standards to implement. All eyes are on states like New 
York, which released a set of new cybersecurity regulations under 
23 NYCRR 500 and is putting ubiquitous standards in place. 

“There are many companies, including our clients, that are 
saying that if you want to do business with us, you’re going to 
have to be at this level of maturity. We recognize that compliance 
is going to be required, and we better be ready,” says Matt. 

For many businesses, prior to 2017, cybersecurity 
was an afterthought. However, in 18–24 
months, Matt points out, businesses will 
need to prove they are meeting some 
minimum standard. “Now we are in the 
stage where people are demanding 
proof that you’re doing what you said 
you’re doing,” says Matt. “It’s no longer 
acceptable to attest to something … 
you now have to prove it.” If businesses 
can’t provide evidence and data to prove 
they’re meeting compliance standards, 
they’ll lose out on insurance policies and 
client loyalty, and they’ll struggle to compete in 
the marketplace.

Cybersecurity Is Foundational To 
Business Strategy

KAMIND’s philosophy is that cybersecurity is a fundamental 
component of your business strategy. KAMIND provides its clients 
the capabilities to implement cybersecurity as a foundation that 
continually improves and builds on itself. It’s a new strategy and 
has led to KAMIND rethinking how it adapts Microsoft’s strategy 
and licensing, and how organizations deploy compliance and 
security management on top of it.  

Matt knows this strategy is effective because he wrote the book 
on Office 365, “Securing Office 365: Masterminding MDM And 
Compliance In The Cloud,” which has sold more than 280,000 
copies. KAMIND is committed to spreading the message that 
organizations can no longer afford to think of cybersecurity as an 
afterthought. “Unless you put cybersecurity at the core of your 
strategy, you’re going to struggle through the CMMC process. 
Not to mention, without a secure foundation, all functions are at 
risk, including cost, schedule, and performance, which are only 
effective in a secure environment,” cautions Matt. 

 That’s why Matt helps clients with a new approach: to view 
security management and compliance as a continuous process by 
utilizing CMMC so organizations can adapt and evolve successfully 
and add value to their customers. 

An Improved Approach: Security 
Management And Compliance As A 
Continuous Process 

CMMC was designed to offer a cost-effective solution for 
organizations to deploy a layered security strategy at all levels of the 
business. It builds on existing regulations and verifies by combining 
cybersecurity best practices from across the industry. It maps the 
process from basic to advanced cyber-hygiene and reduces the risk 
of specific cyberthreats. It’s a blueprint for managing security and 

compliance over time — a continuous process innovation. 
Of the 30,000-plus Microsoft Partners in the U.S., there are only 

276 that are managed Microsoft Partners, and only 54 of those 
can sell the DoD GCC–High and Azure Enterprise Agreement (EA) 
licenses. KAMIND IT is one of them. 

Because the CMMC process and subsequent accreditation 
are often intimidating, Matt created a four-step process to help 
organizations prepare. They have also developed a simple DIY kit 
for CMMC Level 1 attestation.

KAMIND is a provider of cloud services in five different areas, 
including Academic, Corporate, Charity, Government Community 

Cloud, and GCC High (Azure Government) environments. 
KAMIND IT security standards are designed around CMMC 

(Levels 1 and 3), NIST 800-171, and compliance standards 
so they can help clients build a baseline infrastructure. 
“If we don’t start addressing cybersecurity and taking it 
a lot more seriously — every one of us — it’s going to 
hurt a lot more than just your company,” says Matt. “It 
potentially could hurt the entire nation.” 

The Result Is Better Value For 
Your Clients 

When a business is designed around a continuous process, 
it is constantly evolving and has better responsiveness to clients 

and improved product deliverability. “Microsoft is already DoD-
compliant, and so, by going through CMMC and using Microsoft, 
you’re already picking up all those layers of compliance,” says 
Matt. “There’s no need to bring in another tool because that could 
put your organization at a security risk, and you’d have to retrain 
your team on this new tool.” 

Think of an MSP business or an IT organization, for example. 
“Everyone wants to figure out how to leverage the technology so 
they can offer better service,” explains Matt. “Continuous process, 
consistency, standardization, a common set of world-class tools — 
those things drive the business forward.” 

Once an organization gets a skill set built into their team, it can 
add more value by building onto those skills instead of teaching 
new ones. With that kind of education philosophy, businesses can 
provide unique offerings and, in turn, become price-competitive in 
the marketplace.

Creating Value 
Whether at General Motors, Intel, or KAMIND IT, Matt has 

seen the benefits of the continuous process innovation model. 
KAMIND’s growth has been 25%–30% year over year because 
they’ve created a strategy of continuous improvement. It’s evident 
that in another year or two, businesses need to have clear, 
documented, and verifiable plans in place, and KAMIND’s goal is to 
help clients get to that next level of growth and bring more value 
to their team and clients.

“It’s about the value you bring to your business and the value 
you bring to your team, because now you have a homogeneous 
strategy,” says Matt. “Your team knows how to execute; your 
team knows what the guardrails are. Your team can provide 
a better product to your customers and their clients and your 
clients’ shareholders.” 

For more information about KAMIND IT, Inc. and Microsoft 
security, visit KAMIND.com. n
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Mike Moran, CEO Of  
Affiliated Resource Group

As more and more cyberattacks hit the head-
lines, business owners today are waking to 
the realization that they must have a robust 
cybersecurity solution. Unfortunately, far too 

many organizations are just barely scraping the surface 
of what cybersecurity truly requires today. 

What’s typically missing is a comprehensive security 
plan and cybersecurity checklist that everyone in the orga-
nization can follow. Just like a cyberattack, ignoring these 
important cybersecurity policies and procedures can bring 
a business to a screeching halt. 

Mike Moran, president of Affiliated Resource Group, has 
been serving Central Ohio manufacturers, distributors, 
professional services firms, and health care practices for 
over 20 years. For nearly a decade, Mike has also been 
sounding the alarm for his clients to follow a well-defined 
cybersecurity and compliance plan.

Which Businesses Put Themselves 
At Risk By Not Following A  
Security Plan?

Mike says, “Any organization that captures, uses, stores, 
manages, or transmits protected data must have a cyberse-
curity plan in place. Some industries, such as the financial 
industry, health care industry, and Department of Defense 
contractors (and subcontractors), require data protection 
plans. But ultimately, any executive concerned about their 
reputation and bottom line should have a comprehensive 
cybersecurity plan.” The state of Ohio even passed a Cyber-
security Safe Harbor Law that provides a defense against 

9 Critical Questions Your Customers 
Need To Answer To Survive

civil litigation when a company has created and actively implemented 
a cybersecurity plan.” 

Cyberattacks wreak havoc on bottom-line dollars. Sixty percent of 
the time, cybercriminals target small businesses. Then, on average, it 
can take three workdays or longer to recover. Think about how much 
revenue loss and productivity loss — and how many potential lost 
customers/clients — you could incur in those three days. 

5 Steps Toward A More Proac-
tive And Secure Environment 
When disaster strikes at home, you know what to do. But most 
executives have no clue what to do when a hacker locks down all their 
data and demands tens of thousands of dollars in cryptocurrency. 

Mike says, “Affiliated Resource Group has modeled our checklist 
and cybersecurity solutions based on the government-recommended 
best practices approach (the NIST Cybersecurity Framework), and 
we have presented this five-step security model to all our clients and 
prospects over the past five-plus years. And once they start adopting 
these measures, they start to gain control of their IT environments.” 

Step 1: IDENTIFY 
Before you can protect your network and data, you must better 

understand what you are protecting. 
 ✓ What exactly are you trying to protect? Make a thorough 

list of your technology assets.
 ✓ What are your expectations in getting your systems back 

up and running and preventing a data breach?
 ✓ Determine your current level of risk with a comprehensive 

risk assessment.
“With our once-a-year risk assessment, we help our customers 

with their assets and software. Next, we sit down with the leader-
ship team and put their priorities on paper to maximize IT efficien-
cies and security,” Mike says.

Step 2: PROTECT 
This is where most companies focus their IT efforts, 

but it can’t be the only area of focus. In this vital step, you 
should be able to answer the following questions:

 ✓ How do you log in to your systems and who can log in?
 ✓ Do you have a password policy and procedure? More 

importantly, is everyone in your organization  
following it? 

 ✓ Do you have current policies and procedures regarding 
adding antivirus software and patches? 

 ✓ How does your backup work and what does it cover? 
“In a recent survey,” Mike says, “one-third of companies admitted 

their backups were not good enough if they ever had to recover from 
an incident. They risk losing considerable data and productivity.”

 ✓ Are you simply protecting your end points with  
antivirus software?

 ✓ Do you have a user-awareness training program? 



MSPSuccessMagazine.com/cyber2022 29

Simply sending out a phishing email test once a quarter is 
not sufficient. You should implement an ongoing awareness 
program that trains every team member.

Step 3: DETECT 
People often assume burglar alarms prevent rob-

beries. However, it’s more of a detection tool because 
an alarm sounds and people are notified of a potential incident. 
In cybersecurity, the proactive stage of detection is crucial to 
significantly reducing exposure and preventing data theft. 

 ✓ Can you detect when your network is  
potentially compromised?

 ✓ How soon after this compromise do you get an alert?
“Many ransomware attacks start with the hacker breaking 

into the system months before they lock your data and request 
a large payment,” Mike says.

Step 4: RESPOND 
You come into the office, find your system is down, 

and can’t access any files. Fear consumes you as you 
stare at a daunting message saying you won’t get your customer 
records until you pay $25,000 — or more. What do you do? 

Mike says, “The steps you take next could very well determine 
if you get your data back, how much you pay (if anything), and 
just how long your employees are sitting idle and unproductive.”

 ✓ How do you mitigate the threat and isolate it to a 
single computer?  

“Most people simply turn off the compromised computer,” 
Mike says. “That’s not necessarily what you do. Rather, you 
keep it on and disconnect it from the network. Also, instead of 
scrubbing the machine, it’s important to do forensics on it to 
prevent further damage.” 

 ✓ Have you documented your response plan?
 ✓ Whom do you need to call — your cyber liability insur-

ance or the authorities?
 ✓ What is the message you want your staff to convey to 

customers, clients, vendors, etc.? 

Step 5: RECOVER 
“This is why I love my job and our team,” says 

Mike. “In the rare case where a client endures 
a cyberattack, I get to call and tell them that our managed 
backup-solution process worked — we successfully remediated 
the exposure and recovered all their files. At that moment, I can 
feel all their worries melt away.”

But if you want a happy ending to your own story, it’s crucial 
that you have a plan in place to successfully restore and return 
your affected systems and devices back to normal. Questions to 
consider during the recovery step: 

 ✓ Can the system be restored from a trusted backup?
 ✓ How soon can systems be returned to production?
 ✓ How do you ensure similar attacks will not reoccur?
For over 27 years, Mike Moran and his team have been 

affiliated with their clients to help them accomplish their goals. 
He says, “We have customers who have counted on us for 12, 
15, and even 18 years. We do everything we can to improve 
their protection and improve their efficiency. We are affiliated 
with them, and they are affiliated with us. Hence, our name, 
Affiliated Resource Group.”

For more information on Affiliated Resource Group, 
visit AResGrp.com.  n

1 What do we want to protect? 

2   What are we required to protect?  
 Mike Moran says, “Your state, your industry, and 
 the type of data you collect determine if you 
 must protect that data or risk fines and lawsuits.”

3  How are our applications prioritized, 
 and which of them are most important?

4  What are the relevant threats to  
 our organization? 
 “While everyone thinks of external threats like 
 ransomware and viruses, you must also 
 consider internal threats. As an example, your 
 customer list is an attractive asset to 
 employees who are considering leaving the 
 organization,” Mike says.

5  How comfortable are we as an 
 organization with our ability to  
 actively respond? 

6  Who is responsible for our programs?  
 Mike says, “Simply saying, ‘My internal IT team 
 or our third-party IT provider is responsible,’ 
 is the wrong answer. Everybody in your 
 organization, especially the leadership, 
 is responsible.”

7  Do we have a response plan in place in 
 case we get hit?

8  When was the last time we reviewed 
 and updated our systems or had a  
 risk assessment?

9  Can we do this ourselves?

9 Questions  
Every Organization Today Needs To Answer 

You should never abdicate the critical pieces of your 
business. That includes information technology. While 
your internal IT team or third-party IT provider should 
handle your cybersecurity technical environment, you 
should also have a clear picture of your cybersecurity 
policies and procedures. After all, a cyberattack will 
negatively affect your business, your finances and 
your productivity. 

At the very least, you should know the answers to 
these nine crucial questions: 
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SonicWall reports there were 304.7 million ransomware 
attacks, 51.1 million crypto-jacking attacks, and 32.2 
million IoT malware attacks in 2021.

The report states that attackers targeted web applications 
with financial and personal information for a big payday. “Even 
if you get your data back,” says Jeff Dann, “it could still be sold 
on the dark web. Not only do these criminals want your money, 
but they are also compromising your reputation. The trust of 
your customers, your vendors, and potential legal action could 
cause irreversible damages from a breach.” 

The question is this: “How do you know if your security is up 
to the challenge?”

Receiving A Business-Impacting Ultimatum

Jeff Dann started RJ2 Technologies in 1998 with two partners. 
They had two divisions, an IT managed services division and 
a consulting division for engineering and technology projects. 
The consulting division mirrored a $40-million company Jeff 
was a partner in previously. Working with large Fortune 100 
companies and government-funded projects, RJ2 Technologies 
required a large line of credit from his bank. 

While Jeff had a great relationship with his bank, they merged 
with a regional Chicago bank and, in 2008, when the banking 
industry was reeling from real estate loans, that bank was 
forced to close. The Federal Deposit Insurance Corporation took 
over their assets and auctioned them off to a larger national 
bank. The problem was that this bank wanted loans secured by 
fixed assets, not paper receivables like Jeff’s loan.  

“I’ll never forget that day,” says Jeff. “Blindsided, I was told I 
had only 90 days to repay my loan or they would foreclose on 
my business and take my company’s assets. Not only would 
that shocking demand close my business, but I was also going 
through the personal crisis of divorce! I was losing BOTH my 
families at the same time!” 

Life Challenges Are Overcome With A 
Strong Moral Foundation — Jeff’s Dad Was 
That Person!

Jeff grew up in a small rural town in the mountains of North 
Central Pennsylvania — a real-life Mayberry RFD where church 
and community were the foundations for families. 

His dad was a military guy who fought in World War II and 
Korea. He lived by a code and discipline. Jeff remembers his dad 

saying, “Integrity was given to me by God at birth, and the only 
person who could destroy it was me.” A man of principle and 
rules, Jeff’s dad excelled at overcoming challenges. 

His father’s life lessons became a great foundation for how Jeff 
deals with challenges. He would say to Jeff, “Enjoy the journey, as 
you will remember it over the accolades of reaching the goal.”  

A Giant Wake-Up Call Transformed How Jeff 
Operated His MSP 

Leaning on the old saying, “It’s not that you got knocked down 
that counts, it’s what you do when you get up!” Jeff had to find 
a way to save his business. “My dad had passed away in 2005,” 
he says, “so I remembered his teachings to find the strength to 
come up with a plan.”

To satisfy the bank’s sobering request, Jeff found private 
investors to help him rescue the business. Fortunately, after 
just a few successful years, Jeff was put in a position to get his 
company back.

“I made a firm commitment to running the business debt-
free,” Jeff says. “The leadership team I assembled helped me 
implement a core value system that’s the heart and soul of 
our organization.”  

RJ2 Technologies’ core values are: 

Dedication to serving the customers’ best interests

Doing the right thing

Always being a team player

Loyalty and commitment to their goals

Honest and accountability for what they do

Do Your Cybersecurity Solutions Measure Up?

With today’s massive rise in cyberattacks, many more MSPs 
and businesses are implementing security measures to better 
protect their data. While they may think they are protected 
sufficiently, too many are woefully negligent. 

Jeff points out that with the volume of activity from bad 
actors today, companies need validation that their data assets 
are safe. He says, “It’s one of the first questions my team asks 

For Over 30 Years, Jeff Dann 
Has Had The People, Process, 
And Technology To Ensure 
Their Customers Are ProtectedJeff Dann, President – RJ2 Technologies



prospective clients: ‘Do you feel you have the proper cybersecu-
rity stack in place to protect your business?’”

Too many IT departments don’t know because they’ve never 
really tested their security measures to see if they are config-
ured properly to provide the expected protection needed to 
avoid attacks.

Using a well-established cybersecurity framework like NIST 
is key because it’s based on the five pillars of identification, 
protection, detection, response, and recovery. Focusing on 
these phases creates a security blanket over your IT enterprise 
to mitigate and respond to an attack. Ignore even one of those 
areas, and your business is vulnerable.

Jeff’s team asks prospective clients pointed questions that 
lead to the discovery of vulnerabilities. This helps the team 
determine the client’s operational maturity level:

• Do you have a strict, companywide password policy? 

• Are you using a third-party cloud-based password vault?

• Do you have an enterprise-level firewall?

• Are you using multifactor authentication to access your 
network and cloud services?

• Do you have an enterprise-level anti-
spam solution with threat protection 
for email?

• Do you have an antivirus solu-
tion and preferably advanced 
endpoint protection (EDR) with 
a SOC? 

• Are you running a SIEM and/
or MDR solution on your 
network?

• Are you monitoring your 
domains on the dark web for 
any compromises?

• Are your cybersecurity measures 
thoroughly tested annually? 

• Are you being audited by an unbiased 
third-party auditor? 

• Are you patching your systems on a monthly, quarterly, 
or semiannual basis?

• Are you backing up your data daily and validating 
those backups?

• Do you have an on-premise backup appliance, and do you 
replicate to multiple off-site cloud backups of your data?

• Do you have an incident response plan?

• Do you have a disaster recovery plan that is tested 
semiannually?

• Do you have a business continuity plan?

Too many IT professionals neglect these critical measures. 
A lack of testing, rarely auditing their security, and neglecting 
routine process and procedure measures all create paths for 
the bad actors to attack. 

Effective Cybersecurity Starts With Multiple 
Layers Of Protection

“Today’s aggressive cybercriminals are always inventing new 
ways to steal your data,” says Jeff. “Just a couple layers of pro-
tection is like having no protection.” An overlapping umbrella 
strategy is his recommendation.

RJ2 Technologies’ cybersecurity stack of solutions is a dif-
ferentiating factor in the marketplace. The company brings in 
industry-leading cybersecurity products. Next, Jeff’s engineers 
and techs get trained and certified on those technologies. The 
minute the solution has been vetted and the staff has become 
sufficiently trained, those technologies become part of their 
cybersecurity stack. 

“We want to work with business owners who truly value IT as 
an asset. That’s why all customers under a managed services 
agreement must maintain operating standards, including a full 
stack of cybersecurity solutions,” Jeff says.

Plus, companies must have a reliable backup solution that has 
both an on-premise appliance and a primary cloud-based backup 

solution that’s replicated to a secondary cloud instance in 
a separate data center. This redundancy is import-

ant to ensure you have the means to restore 
data and configurations. 

RJ2 Technologies also requires an 
up-to-date and complex password policy. 

Jeff recommends a password vault that 
changes each password after every 
use. This keeps any residual reference 
to passwords on the network auto-
matically non-actionable by hackers.

Jeff says, “Training your team 
on phishing attacks is crucial. The 
majority of breaches are caused by 

people opening dangerous emails 
or clicking on links mimicking normal 

business communications.”
No matter what solutions you put in 

place, you must adopt a regimen of penetra-
tion tests and vulnerability scans. An IT audit is 

the examination and evaluation of an organization’s 
information technology resources, including the IT infrastruc-

ture, line of business applications, policies, procedures, and 
operational processes against recognized standards. 

Jeff Dann reminds us that security solutions provide no 
guarantee you won’t get breached. However, implementing a 
layered approach of solid cybersecurity solutions will mitigate 
the known areas of vulnerabilities hackers try to exploit. 
Collectively implementing a solid security umbrella over the IT 
infrastructure and annually auditing your security programs 
with a qualified third-party consultant is your best chance to 
avoid a breach. Developing a strong business continuity plan 
and disaster recovery plan where your business is ensured 
to be able to operate while your systems and data are being 
restored is the best defense against cybercriminals.

For more information on RJ2 Technologies, please visit 
RJ2T.com.  n
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Phishing is, and will continue to be, the 
cybercriminal’s favorite mode of attack. The 
reason is because it’s very simple to dupe even 
the smartest person with a cunning email 
designed to wreak havoc on an organization. 

Approximately 97% of employees across multiple industries 
cannot recognize a sophisticated phishing email. It creates 
tremendous risk for companies and adds pressure on MSPs 
to keep them safe. Unfortunately, phishing is here to stay, 
and the bad guys are only getting better at it.

Types Of Attacks On The Horizon
MSPs should be mindful that phishing attacks will 

continue to evolve in 2022. They will need to budget 
accordingly and anticipate spending more funds on 
preventive measures than they did last year so they can 
protect their customers’ infrastructure as well as their own. 
Here’s what to look out for. 

Attacks will get more creative. Spoof emails will become 
more difficult to differentiate from authentic ones. Email 
users may see clever subject lines with messages such 
as “changes to your health benefits” or “unusual login 
detected.” Other popular modes of attack could revolve 
around declined memberships, fake calls-to-action about 
subscriptions and billing and payments alerts. 

Cybercriminals are also getting savvier with their use of 
deceptive links. Unsuspecting users may be misled to click 
on links that then send them to malicious websites. And 
that’s not it. Methods using artificial intelligence (AI), such 
as cloning someone’s voice to get them to reveal sensitive 
information, will become more commonplace. 

Clients in certain sectors may require more support. 
The top five sectors in which employees interact with 
phishing messages are consulting, apparel and accessories, 
education, technology, and conglomerates/multi-nationals. 

There are opportunities here for MSPs when it comes 
to offering security awareness training as well as the 

implementation of anti-phishing tools.

Keeping Clients Safe
Phishing prevention requires a comprehensive 

strategy that incorporates AI, email security, 
and cybersecurity awareness training. The 
first line of defense is to invest in AI-based 
prevention tools that monitor and analyze 
email communications for behaviors such as 
the devices’ external senders and employees, 
whom they message, what time of the day 
do they communicate, and where they 
communicate from. This information is 
used to generate profiles of trusted email 
senders, then compares incoming emails to 
these profiles to authenticate the sender and 
detect and prevent phishing attacks. AI-based 
monitoring software can even detect false 

login pages and recognize altered signatures 
via scanned images. Malicious emails are 

automatically quarantined so the end user never 
interacts with harmful messages.
Email security is another essential tool to combat 

cybercriminals. Solutions that offer warning banners 
and flag suspicious emails allow users to quarantine 

or mark the message safe with one click. Compromised 

AS PHISHING 
EVOLVES, SO 
DOES THE NEED 
FOR PREVENTION 
STRATEGIES
By Manoj Srivastava, General Manager, ID Agent/Graphus
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passwords can open the door to cyberattacks. An identity and 
access management (IAM) tool can combine single sign-on (SSO), 
multifactor authentication (MFA), and password management 
into one integrated solution. Another option is passwordless 
authentication, which reduces security risks associated with 
passwords. It works by authenticating a user’s identity using 
biometrics, such as fingerprints and one-time passwords that 
require users to input a code that is provided to them via email, 
SMS, or an authenticator app. 

Finally, an organization is only as strong as its people. Security 
awareness training is no longer a “nice-to-have”; it is a necessity, 
and one that can be offered by MSPs as a service. By increasing 
security awareness, an organization can reduce its chance of 
having a cybersecurity incident by up to 70%. Security awareness 
training should be offered when onboarding employees. After 
that, phishing campaigns should be carried out monthly, since 
research shows that trained employees start losing what they 
learned at 4–6 months after each session.

Changing Mindsets Is Part Of The Strategy
It’s hard to argue against cybersecurity training, given the 

threat landscape, but it can be burdensome. For this reason, 
many organizations and their employees may not prioritize it, or 
they’ll skip it altogether. The opportunity for MSPs to offer the 
training is ripe, with the easy sell that a cyberattack can result 
in lost revenues, damage reputation, compromise data, cause 
operational disruption, and even lead to lawsuits.

To engage employees in company training so they don’t see it as 
a chore or task, it needs to be simple. Training should be delivered 
in easy-to-communicate content, such as videos. The ideal time 
frame is 15–30 minutes to ensure maximum retention of what was 
learned. When it comes to compliance topics, there may be a lot of 
ground to cover. Rather than making trainings longer, they should 
be broken up into two or more segments. Whatever the subject 
matter, training should always be focused on one main idea and 
provide sample scenarios where participants are asked questions 
to test their knowledge of best practices. 

Another thing to keep in mind is that there are many types of 
cybersecurity training that target various aspects of security. Topics 
such as clean desk policy, strong password practices, and how 
to avoid phishing scams would fall under training for protecting 
passwords, while data privacy would cover privacy risks and secure 
connections. Other useful training topics range from physical 
security to cybersecurity threats such as ransomware, account 
takeover, and business email compromise, among others. With 
many employees still in remote or hybrid work scenarios, mobile 
security training is equally critical, teaching them how to secure 
their mobile devices and educating them about Wi-Fi security, 
device management, and backups as it pertains to mobile. 

Phishing is not going anywhere, and attacks are only getting 
more sophisticated. There is tremendous opportunity for MSPs 

to help their clients with their cybersecurity strategies and 
solutions. It’s more important than ever to be aware, and stay on 
top of the latest threats to best advise and protect clients as well 
as your own business. 

“Approximately 97% of 
employees across multiple 
industries cannot recognize a 
sophisticated phishing email.”

PHISHING
AT A GLANCE

• 1 in 3 employees are likely to 
click the links in phishing emails.

• 1 in 8 employees are likely to 
share information requested 
in a phishing email.   

• 60% of employees opened 
emails they weren’t fully 
confident were safe. 

• 45% click emails they consider 
to be suspicious “just in case 
it’s important.” 

• 45% of employees never 
report suspicious messages to 
IT for review.    

• 41% of employees failed to 
notice a phishing message 
because they were tired. 

• 47% of workers cited distraction 
as the main factor in their failure 
to spot phishing attempts. 

Manoj Srivastava is the general 
manager of security for Kaseya’s ID 
Agent and Graphus companies. He 
is the co-founder and former CEO 
of Graphus before it was acquired 
by Kaseya. Learn more about how 
to prevent phishing attacks by 
visiting Graphus.ai or IDAgent.com.
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